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VISONOHANSTUE

, QVWLWXWH RI KLIJK UHFRIJQLWLRQ WR GIBUYROHRSEVER®!
YLFHY DQG HQWUHSUHQHXUVKLS WR FDWHU WKH QHH(

MISSON @& INSTUE

0 /R HGXFDWH DQGGWULISO LIPHAX@WEBWRIUDPPHYV
FRPSHWHQW WHFKQLFLDQV DQG VNLOOHG PDQSRZHU

0 /R HQVXUH HPSOR\DELOLW\ HQFRXUDJH HQWUHSL

0 /R LQFXOFDWH LQ VWXGHQWY WKH TXDO LVARIHL\D C
SURIHVVLRQDO OHYHO

0 7R SURYLGH TXDOLW\ PDQDJHPHQW V\VWFHHQ MU/
HGXFDWLRQ DQG KLJK UHFRJQLWLRQ

VISONORPROGRMME

SURJUDPPH RI KLJK UHFRIJQLWLRQ DQG IOH[LELOLMW
WHFKQLFDO PDQSRZHU LQ WKH SURIHVVLRQ RI (OHFW

MISSON & PROGRNIME
0 7R SURYLGH WHFKQLFDO HGXFDWLRQ RI KLJK UHFF

0 7R HPSRZHU VWXGHQWuV FRPSHWHQF\ WR IXOILOO
0 7R DGDSW VWXGHQW FHQOHDLUFQDR S SRIRFAH VY WR CPH
VNLOO RULHQWHG SURIHVVLRQDO VRFLDO DQG HW
0 7R XWLOL]JH IOH[LELOLW\ LQ FXUULFXOXP GKYHOR:
DGYDQFHPHQWY LQ WKH ILHOG RI (OHFWURQLFV 7

PROGRMME BUGTONLOBJEWVES (FEOS

‘LSORPD JUDGXDWHYV ZLOO

3(2 $SSO\ IXQGDPHQWDO NQRZOHGJH RI %DVLF 6FLH
HOHFRPPXQLFDW LR SFURHBH QHMH VR@I LQJ

3(2 2SHUDWH GHPRQVWUDWH DQG GHEXJ WKH V\V
7HOHFRPPXQLFDWDRG MR UGINWROLYGPIJUHDO OLIH SUREG

3(2 $WWDLQ WHFKQLFDO NQRZOHGJH VNLOOV DR@G L
WHFKQRORJ\

3(2 :RUN DV D UHVSRQVLEOH WHDP PHPEHU RIFDQ EH
DQ LQGLYLGXDO HQWUHSUHQHXU

1
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'"HDU VWXGHQWY DQG WKH GHSDUWPHQW VXVDDOQ,K
GHIHQGHG BERYDEWHU DQG VXFFHVVIXOO\ FRPSOHWHC
WKLY ZH WRJHWKHU KDYH SHUIRUPHG&UZIHGROIDQY DK
7(&+12 (1+$1&( ZDV WKH FXOPLQDWLQJ SRLQW RI D
WKLUG \HDU VWXGHQWY KDYH EHHQ V ORI LES RD
QHQW HPSOR\PHQW , DP FRQILGHQW DERXW WKHLU S|

7KH FRPLQJ VHPHVWHU LV YHU\ LPSRUWDQW DV ZH
KDYH WR XQGHUVWDQG WKH 1%$ SKLORVRBKN G WKXS®\
H[SHFWHG WR NQRZ WKH VB8RPV, ODN$HH R DVHYQI® \3PY G
EHVW LQ WKLV DQG FRPLQJ VHPHVWHUV ZKLER XD G
PHQW DQG WKH LQVWLWXWH

7KDQN \RX«

Throughout history, there have been many notable engineers and inventors who havengea the way we live through their
creations and innovations. 2
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MESSAGHROM Dr. RK. SAWANT MCE FRINCIPAL

* ([LWLQJ 7LPH IRU ,QGLDQ WHOHF
,QGLD LOQDXJXUDWHG WKH * HUD LQ WKH FRXC
QRXQFLQJ WKH ODXQFK RI * DW WKH ,QGLD OR
"KLOH %KDUWL $LUWHO ODXQFKHG WKH * VW
ODXQFK RI LWV EHWD * VHUYLFHV DYDLODEO
$V RI QRZ $LUWHO * VHUYLFHV DUH DYDLODE
UDQDVL &KHQQDL +\GHUDEDG 6LOLJXULQ\%H

L ~T

QRXQFHG WKDW LW ZRXOG EH FRYHULQJ WKH
SHOLDQFH -LRYV * VHUYLFH ZLOO EH [PEDLOD ‘
DQG 9DUDQDVL LQLWLDOO\ EHIRUH LW LV H[SD®EREHGIDFURHN\E
FLGHG WR ODXQFK RQ WKH GD\ RI '"XVVHKWDKH YLCAWRWU \ QRG LI
2FWREHU 7KH -LR VXEVFULEHUV ZLOGHEW X GOURLWH GV IGHD \
RIITHU

2Q WKH RWKHU KDQG 9RGDIRQH ,GHD tWNHW LW R VU HXHDIO

DW LW ZLOO EH VRPH WLPH EHIRUH WK H. WH\W DIVF HWS UR Y H GV
oV
,QGLDTV JRREQIQ®HQPWYLFH SURYLGHU %KDUDW 6DQFKDU
VHUYLFHV E\ $XJXVW 7KH VHUYLFH LSAUHRY L\GRY W K M UH VE L\
JDS EHWZHHQ WKH LOWURGXFWLRQ RI %61/fV * DQG * VHUYL
* SULFLQJ

'KLOH QHLWKHUWRSIKDNHOUBRHDOHG WKH * SULFHV WKH
FKDUJLQJ D SUHPLXP IRU * VHUYLFHV $LUDMIOYVDQBUGRPHW
FKDQJH :LWK -LRYV $NDVK $PEDQL &KDLUPDQ 5H®RBPQFHVR R
JHQ HYHU\ KRPH DQG HYHU\ EXVLQHVV DFWUIRA\Q JO\GA D D WLHAJ L
LWV * VWUDWHJI\ DQG ZLOO IRFXV RQ NHHSLRSOMRKRX®HU B RN
WKH WRQH DQG HQVXUH WKDW $LUWHO DQG 9RBMDORWR SGHHY |
WKHLU VXEVFULEHU EDVH

LR LV DOVR UHIHUULQJ WR LWV * VHUYLFI®RVRDWK B0V X\H.Q
RQO\ WHOFR WR KDYH SURFXUHG 0+] VSHFWUXP ZKLFK LW
$00 WKUHH WRS WHOFRV PDGH D VOHZ RI DQ QRXLIF RIEQ W
,0& 9RGDIRQH ,GHD GHPRQVWUDWHG VHYHUDXH XVH GRXE V
6PDUWS$JUL IRU IDUPHUV-PM\GHEXBROODEBUBDWRXE NQRZOHGJF
DQG VWXGHQWY DPRQJ RWKHUV 2Q WKH RWKHU KIDWKH $t XW

5HOLDQFH W RHWRXWHGWY -LR 7UXH * LV SRZHUHG -EE XLK
LQGLJHQRXVO\ E\ ,QGLDQ HQJLQHHUV DW -LR
,QGLD FRQFOXGHG * DXFWLRQV DERXW WZR PR QRKKR | ELD BN ZD\
RJ\ QHWZRUN (YHQ VR ZKLOYHS$QDWGRIPKEQONKHHR \PH UK WF KE) F KW
LW ZLOO EH VRPH WLPH EHIRUH WKH ,QG LPHV AW WK \FRZY B 0D
7KH\ DUH LQYHVWLQJ DURXQG ELOOLRQ LQJEWROIG UMF HQ!
SRUW 2YHU WKH QH[W IHZ PRQWKY WKH VHUY LIF{ GRRHW ®HIUH
GXFLQJ QHZ XVH FDVHV $00 LQ DOO H[FXWIWWMN WLPHY DKHDC

0=
I X
O

*

(QILQHHULQJ LV QRW RQO\ VWXG\ RI VXEMBEWYV BN RBNIKV


https://www.linkedin.com/feed/update/urn:li:activity:6981867289558044673/
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MESSAGEFRCM SHR DK LAMTUREHCD E&.TC

« To utilize fiexibility in curriculum development to
incorporate recent and emerging advancements

in the field of industrial automation J

h-ﬂ @

'H DUH JODG WR EULQJ RXW WKH H[FLWLQJWLLFQQRL
LFV '"HSDUWPHQWYV 1HZVOHWWHU |, FRQJUDWKLODWHHF R
HGLWLRQ RI WKH 1HZVOHWWHU DV SHU WKH GHSDUWF
7KH FROQWHQWY DUH QHDWO\ RUJDQL]HG DQG FRYHU L
7KH 1HZVOHWWHU QRW RQO\ SURYLGHYV HYHQWYV
WDLQV LQIRUPDWLYH DUWLFOHY RQ DGYDQFHG WHEK(
/HDUQLQJ HWF
FXUULFXODU

DFYV
{KH 1HZVOHWWHU UHIOHFWY GHSDUWPHQWVYT HIIRUW®

:KDW H[FLWHG PH PRUH LV WKH FRQWULEXWHRQ RIRRR
RWKHU
FLSDO 'U 'O

DFWLYLW\

((IWUDFXUULFXODU DFWLYLWLHV
IDFXOWLHVY WR FRQWULEXWH PRUH LQ WKH FR
*DUJH VLU

IRU JXLGDQFH PRWLYDWLRQ
ZLVK DOO WKH EHVW WR RXU HGLWRULDO WHDODHPU FR

6KUL . IDPWXUH
+HDG RI WKH "HSW

(OHFWURQLFV

SURMHFWY ZH KDYH FRPSOHWHG GHPRQVWUDWH ZKDW
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Techno-Enhance 2K22 2A state Levd Synposium

7KH GHSDUWP

WURQLFV DQG 7H
,QGXVWULDO HOHH
VSRQVRUVKLS RI ({
(QJLQHHULQJ 6WX(
KDV RUJDQL]HG D
STHFK@KRDQFH . ~
DQG WK 0D\

JROORZLQJ HY
RUJDQL]HG

&LUFXLW 0DQLD
&RGH 5DQJHU
"HE 'HY
,QQRYDWRU
5RER 5DFLQJ

4XL] ODVWHU
*DPH =RQH

il | Assemble the given
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Techno-Enhance 2K22 2A state Levd Synposium

$Q LQWHUHVWLQJ HYHQW B5RER 5DFH ZDV R
KDQFH . B6WXGHQWY KDG JLYHQ DPD]LQJ UHVG R®VH
$QLNHW NKDQGHNDU FRQGXFWHG WKLV HYH QD @ X5 |
ER FUHDWHG DV SHU WKH VSDFH DYDLODE OHQMR W (
WKLY LOQOWHUHVWLQJ HYHQW 7KLV HYHQW ZDV PL[WX!L

i :LQQHUV Rl WKH 5RER #5DFH HYHQW
BUDWKPHVK 5 -DGKDY 8GD\UDM $ *DUMH 6DQLND / .DFKD
i BXQQHU XSV Rl WKH 5RER #+5DFH HYHQW

UIDQ 6 0XODQL 6LGGKHVK % 6DUQDLN +DUVK $ 'KDUPD
.ROKDSXU

i :LQQHUV RI SBRVWHU 3UHVOIQMPWRRQUHH )LUH *DPH
6LPUDQ %DUJLU 6XSULYDWDPBIGEKDQ 3 6KLQGH $WKDL
i :LQQHUV RI :HE '"HYHORSP®OIQMUV RI /IXGR *DPH
*RSDO 'RVH IRUP * 3 .RGHOOSKLKKDYDQ

i :LOQQHUV RI &RGH 5DQJHU

9DLVKQDYL 6DEOH

i :LQQHUV RI 4XL]

BKUHHVKDLO 6 &KDYDQ 6XUDM 6 &KDYDQ IURP )<,7 * 3
i :LOQQHUV Rl ,QQRYDWRUYV

$WKDUYD 'LQGH 6KDUYDQ 9DQNXGUH 6<0( * 3 .ROKDS)

", KDYH QRW IDLOHG EXW IRXQG Z DWWomasRdiE@oRW PDNH D oLJK\


https://everydaypower.com/thomas-edison-quotes/
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Inaugumtion of Electorics lgineering Deprtment ENeve Letter dume |

(OHFWURQLFV (QJLQHHWZDJHMWSDHUNPRI@XWPH , ZDV SXE
E\ KRQRUDEOH 3ULQFLSDO 'U ' 0 *DUJH DFFRPSDQLHG
IDPWXUH DQG +HDG Rl ,QGXVWULDO (OHFWURQLF®WL$
RI (OHFWURQLFV GHERWYVORMNMOMWH U KROXPH , LV GHVLJIQ
3URI 0 6 'DWDU XQGHU WKH JXLGDQFH RI +RQ 3ULQFL

S7KH VFLHQWLVW GLVFRYHUV D QHZ W\SH LR\AFH’?D(WHULDD@FRZJWR.Q]UVLDQMGVW\KF[Y)H
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Welcomeand Orertation Rrogiam

$ JUDQG :HOFRPH DQG RULHQWDWLRQ SURJUDP VWRW ADH
DUUDQJHG E\ (OHFWURQLF GHSDUWPHQW $V WK HS D@/X
GHPLF VLWXDWLRQ DIWHU D ORQJ JDS VW XGNQRMRQ GNI
LQ WKH GHSDUWPHQW DQG GLVFLSOLQH WR EH FSEMD
PDGH VWXGHQWY WR IHHO FRPIRUWDEOH E\ JLYLQJ YD

2QH PDQYV *PDJLF’ LV DQRWKHU PDQTV GIQ ARUSREEQW $5 X:SHIQDIHRUD!
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2Q0H GD\ ZRUN VKRS RQ 3/& DQG 6.

2QH GD\ ZRUN VKRS ZDV FRQGXFWHG RCQC

20H GD\ ZRUN VKRS RQ 3/& DQG 6&%$'$ ZDV FRQGXF
(OHFWURQLFV DQG 7HOHFRPPXQLFDWLRQ D RRUNMVGORBN
FRQGXFWHG LQ WKH YLHZ WR DZDUH WKH VWXGKRIVWE
VXEMHFW LV LPSRUWDQW LQ YLHZ RI WKH IDXW®XUDWHR.
KDV GHOLYHUHG WKH OHFWXUH DQG H[S0DG GG’ WEKIRW
KHOS RI GHPRQVWUDWLRQ NLWV

1/ l‘ g U r
| AY WORKeHOR

3:KHQ \RX ZDQW WR NQRZ KRZ WKLQBHQ WHKHI OV Z FRNW:ILOW BE P WIKEHWPR DK
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Youh D& celelpation 11/0 4/2 022

'LITHUHQW DFWLYLWLHYV ZHUH FRQGXFWHG LORQ\ H. GBS
FHOHEUDWLRQ RI \RXWK GD\ ,Q MXGJH SDQH®DL 6PRBKC
PRQLWRUHG DOO DFWLYLWLHY DQG JDYH OROXIDEWH W

6HFRQG \HDU VWXGHQWY VKRZHG WKHLU HQWHKINGVL
\HDU VWXGHQWY OHG WKH ZKROH SURJUDP YHU\ QLEFHC

S(QJLQHHULQJ LV WKH DUW RI GLUHFWHQIRWWKHIU)HDWD\QG(BRWFR@UE‘RZHHHHIQR)QF
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2XU GHSDUWPHQW KDG DUUDQJHG 7ZR 'D\V ) DFFK®MV
RQ (PRWLR®BDQHOQG SURIHVVLRQDO ([FHOOHQFH

7KLV ZRUNVKRS ZDV FRQGXFWHG E\ WZRRWDYH UDQ/
/HH$QD 6DQH

$ EOHQGLQJ RI DFDGHPLF FRJQLWLYH EHKDYLR
GLPHQVLRQV DUH QHHGHG WR DGGUHDD WKHO PROMS/O/H
FRPSRQHQW RI DQ HGXFDWRUYTV GDLO\ OLVYM EGHOQWWVH
FROOHDJXHV DQG DGPLQV

7KLV SURJUDP ZDV GHVLJQHG WR HQKDQFH HFRRVOIRQ
WHDFKHUV

+ (PRWLRQDO LQWHOOLJHQFH

SUHVHQWDWLRQ VNLOOV DQG (IIHFWLYH ERG\ ODQJ»>
,QQRYDWLYH WHDFKLQJ VNLOOV

6WUHVV PDQDJHPHQW &RQIOLFW PDQDJHPHQW

7LPH PDQDJHPHQW WHDP VSLULW

H + +H +

(QIJILQHHULQJ ZLWKRXW LPDJLHGDWHRY WRRYWWR D WUDGIi|1
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PCB 2siquing VWrkshop oiganized on25 and26 April 2022

-\

\ RQ
’ "

\\
3% 'HVLJQLQJ ZRUNVKRS ZDV FRQGXFWHGXRE& QWM
WKH QHZ JHQHUDWLRQ WHFKQRORJ\ GHPDQGV FRQVWL

+ 7DUDQJH DQG O0U $QLNHW .KDQGHNDU ¥XGEB PIRQWAMX
+DQGV RQ JLYHQ WR VWXGHQWYV EHFDXVH SUDFWLFH L

SSBURMHFWY ZH KDYH FRPSOHWHG-GNRAXQYWWNIULRWHH ZW VW5 A ALIE@IRZK D W le2—| ‘
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Thrd Yea Rarerts Meet ®/0 4/2 022

3DUHQWY PHHW ZD
'RQ $SULO E\ WKH
~ IRU WKLUG \HDU VWXGI
"HQWYV 2XU +RQ | +2
5. 6DZDQW DQG

' . IDPWXUH JXLGHG SI
WKH SXUSRVH RI WKF
FODVV WHDFKHUV JD)
DERXW WKH SURJUHVV
$IWHU D ORQJ GXUDWL
VHV QRZ VWXGHQWYV
PRGH DQG KHQFH SDL
| TXHVWHG WR PRQLWRL
VWXGHQWY UHJXODUO
" SULQFLSDO 'U "' 0 *DUJI
DQG PRWLYDWHG SDUF
GHQWY VXFFHVVIXO D)
= EHLQJ $00 DFDGHPILF
"~ OLFLWDWHG E\ +RQ 3U
+2'V. )LQDOO\ SDUHQV
SHUVRQDOO\ WR VWD
PHHWLQJ WR DVN WKH
DOVR VXJJHVWHG VRP
UHJLVWHU LV FLUFXOD
DQG WKHLU ZULWWHQ

$ VFLHQWLVW FDQ GLVFRYHU D QHZ VWDH BRWDKN PRQIQEIL PHRILGRRHERBWRK
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Parems Meet 8cord ea dudents 30/0 4/2 022
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7R PDNH DZDUH SDUHQWY DERXW WKH SURJUHDWV F
UDQJHG IRU VHFRQG \HDU VWXGHQWY DQG \WKMQHBEZSD
SURJUHVV RI WKHLU FKLOG VXFK PHKWLHQDQ ® B\W LDHQ I
$IWHU D ORQJ JDS RI &29,' VWXGHQWYV W8SWRUW WG
DV SDUWWQGHQWY ZHUH DOVR H[FLWHG IRU WKLV LQWH
+RQ 3ULQFLSDO DQG +RQ +2'V DQG WKHQ W HWE K VORI
GXFWHG LQ WKH GHSDUWPHQW DQG GLVFLSOLQH H[SHI

(QJILQHHULQJ LV WKH DSSOLFDWLRQ@® RIWMPLH@QIPM] IRU KXPDQ IEl‘Il-IC
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Industrial \Misit MF Rdar $ation

, QGXVWULDO YLVLW LV DQ LPSRUWDWMPSBQ®HRI W
DQFH RI 3URI 9 6 :D\GDQGH 3URI 3 9 WNDONDU DQ@A@J3L
VWDWLRQ RQ 0D\ 'LITHUHQW DVSHFWYV VWK H Bl GDH
DYDLODEOH LQ WKH 5DGDU VWDWLRAQ

/X
\

1RZ D GD\V XQLQWHUUXSWDEOH SRZHU VXSIS\W\LMV\
VLIJQ RI DGYDQFHG FRXQWU\ ZKHQ FRQVLGHUIG.RQKRS
GLVWULFW 5HQXWURQ LQGXVWU\ LV ZRUMBQEBHUQWKHI]
OU 9 6 :D\GDQGH OU 3 9 ,WNDONDU D Q G56FQXWUR 6D,W
.ROKDSXU RQ 0D\ 7KH ZRUNLQJ S UL QP SFORX Q1%
DSSOLFDWLRQV RI 836 IRU GLIIHUHQW SRZHU BEH@X@®U

(QILQHHULQJ VWL PADORMHHY. ANK 9 \PRQ G "
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Industrial Msit MIDC Birol

3UDFWLFDO NQRZOHG
DVSHFW IRU SRO\WHFKQ
ZK\ LQGXVWULDO YLVLWYV
SURJUDP 2QH VXFK YLV}
7<,( VWXGHQWY WR 8QL
0,'& 6KLUROH

8QLWHG V\VWHPV DQ(', -
SXWHG QODPH LQ HOHFW "
.ROKDSXU 6WXGHQWYV D B —

DERXW WKH WHFKQLFDO

,QGXVWULDO 9LVLW WR %61/ .ROKDSXWW®[SRVOQH] V
\HDU VWXGHQWYV DERXW PRELOH FRPPXQLFDWRRQ
WHOHFRPPXQLFDWLRQ

2Q DFFRXQW RI 1DWLRQDO 6FLHQFH GD\ (OHRQUR QL%
KDV RUJBBGLWIQG HD 'R X L] WR EUXVK XS WKH NQRZC

‘H FDQQRW VROYH RXU SUREOHPYV ZLWKF\/‘UMFDWH@J}IEWH&INQN_LQQ/MLQVTGG
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Serd of to third year quderts
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$ JUDQG VHQG RIlI ZDV-DWHIDODMBPK &E\IRMKH GHSDUWP
IHOLFLWDWHG E\ +RQ 3ULQFLSDO 'U ' 0 *DUJHD @&U H\H
VWXGHQWY DERXW GLIITHUHQW RSWLRQV DIWHU FR@WGE
DERXW LPSRUWDQFH RI EHLQJ D JRRG KXPDQ EHL®@WX (
GHQWYV IRU WKHLU DFKLHYHPHQW LQ GLIITHUHQW FRPSF

BHUIHFWLRQ LV DFKLHYHG QRW ZKHQ WKHUH LV QRWKILQJ SERAJRALVIYRR -GE K DUBE/E
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RAMQ/ 'D\ EHWQR

2Q DFFRXQW RI ,QWHUQDWLRQDO :RPHQTV GD\ (
VRFLDWLRQ ((6$ KDG RUJDQLVHG D RQH GD\ S

/KH SURJUDP HYHQWYVY ZHUH
6HOI '"HIHQFH
6SHHFK (ORFXWLRQ
6 NHWFK
'‘HEDWH
$OVR DOO WKH ODGLHV VWDII PHPEHUV ZHUH IF

SURMHFWY ZH KDYH FRPSOHWHG GHPRQVW(EJI-ED\MKIDZ/‘KIZW'QHOIFDQ@HQWWZDQ[?SUI
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)XWXUH RI 6&%'w vuvv wii?
1DPH 1HHO ODGKDY -RVKL & O

6XSHUYLVRU\ &RQWURO DQG 'DWD $FTXLVLWLRQ 6&$'$ V\
HDVLO\ DQG VLPSO\ ,W LV D FRPSXWHU FRQWURO DQG D
PHQWDWLRQ RI FRQWURO XQLW WR FRQWURO WKH ILOOLQJ
VIVWHP XVLQJ 6&$'$ FRQWURO V\VWHP ,W KDV EHHQ GHVL
7KH PDLQ SXUSRVH RI WKLV SDSHU LV WR LPSOHPHQW WKF
WR LQWHUIDFH EHWZHHQ PDVWHU VWDWLRQ DQG FRQWURC
WURO FLUFXLWV KDYH EHHQ XVHG IRU FRQWURO XQLW

, ,1752'8&7,21

8VLQJ SRZHUIXO WHFKQRORJLHVY EDVHG RQ H[SHULHQFH F
WURO DQG 'DWD $FTXLVLWLRQ DSSOLFDWLRQV DUH FUHD!
TXLUHG E\ WHFKQLFDO UHHQJLQHHULQJ RI DQ LQGXVWULD
SURFHVVHV PLQLQJ LQGXVWULHV SXEOLF DQG SULYDWH
WHPV DUH RIWHQ QHHGHG WR FRQQHFW HTXLSPHQW DQG V
DUH XVHG WR VHQG FRPPDQGV SURJUDPV DQG UHFHLYH F
WLRQV 6&%$'$ UHIHUV WR WKH FRPELQDWLRQ RI FRQWURO
GDWD DFTXLVLWLRQ UHOD\ ORJLF ZDV XVHG WR FRQWURO
&38 &HQWUDO 3URFHVV 8QLW DQG RWKHU LQWHOOLJHQW
WDO HOHFWURQLFV LQWR UHOD\ ORJLF HTXLSPHQW 7KH 3
WKH PRVW ZLGHO\ XVHG FRQWURO V\VWHPV LQ LQGXVWU\

+< 6&%$'$"

'5$:%$&. 2) &219(17,21$/ 6<67(0

&RQYHQWLRQDO HTXLSPHQW V\VWHPV DUH SURQH WR HUU
FROOHFWLRQ DQG SURFHVVLQJ XVLQJ FRPSOLFDWHG PDW

VI\VWHP WKDW FROOHFWY UDZ GDWD SURFHVVHV LW DQG
SDUHG ZLWK WKH VWDQGDUG YDOXHYV

,Q WKH FRGLQJ SURFHVV Rl WKERQWSY®ROPHUW D W LIRHJT X L WH\
FHVVLQJ ZKLFK RQ WKH RWKHU SDUWXGHSHQGR| RVK W KR ®LH
SURYLGHV D UHDO FKDOOHQJH ZLWK V\VWHPVY LQYROYLQJ

6&%'$ SURYLGHV VHYHUDO XQLTXH IHDWXUHV WKDW PDNH
SUREOHPV 7KH IHDWXUHV DUH DV IROORZV

f WKH FRPSXWHU FRQWURO SULPDU\ HTXLSPHQW UHFRUG |
f WKH RSHUDWRU FDQ LQFRUSRUDWH UHDO GDWD VLPXQDW
f WKH RSHUDWRU LV DVVLVWLQJ E\ FRPSXWHU WKDW UHFR|
f 0DQ\ W\SHV Rl GDWD FDQ EH FROOHFWHG IURP WKH 578V
LPDJH RI WKH V\VWHP

)8785(6&23(

f )OH[LEOH FRPPXQLFDWLRQ DUFKLWHFWXUH
f 2SHQ DQG LQWHURSHUDEOH SURWRFROV HWF

SSBURMHFWY ZH KDYH FRPSOHWHG -G NRAXQYWNULRWHH ZW VW5 A HLKE@IRZK D W ZlgH |



(/(&7521,8&6 (1*,1((5,1* '(3$570(47((6 /(77(5

YXWXUH RI 6&%'$ 6\VWHP

)/ (;,%/( &20081,&%$7,21 $5&+,7(&785(

&XUUHQW 6&%'$ VI\VWHPYVY DUH HVVHQWLDOO\ D FHQWUDOL]F
SROOV HDFK UHPRWH WHUPLQDO XQLW 578 WR FROOHEW (
WZHHQ GLIITHUHQW 578V 8VXDOO\ WKHVH 578V RQO\ FRPPX
WLRQ DUFKLWHFWXUH LV QRW IOH[LEOH WR LQWHUDFW ZLYV
DQG PRELOH XVHUV LQ WKH ILHOG 'HVLJQLQJ IOH[LEOH ER
WR HQDEOH LQWHURSHUDELOLW\ DQG H[WHQVLELOLW\

23(1 $1' ,17(523(5%$%/( 35272&2/6

'H VXJIJHVW WKDW 6&%$'$ VIVWHPVY VKRXOG DGRSW WKH XVH
WKDQ SURSUIOHNDBO\ RUYSORPRKHY &ROOHFW DQG PDQLSXO|
VR LQFOXGHV KRZ WR GLVFRYHU DQG FRQILIJXUH VHQVRUV
YDULRXV W\SHV RI VHQVRUV 7KHVH SURWRFROV VKRXOG D
WHG DQG WR ZKRP )RU H[DPSOH UDZ GDWD DUH RQO\ VHQ
ZLOO EH VHQW WR PDQDJHUYVY DQG HQJLQHHUV ZKLOH HPHL
ILHOG RSHUDWRUYV

,, $8720%7,21 6(&725

History of SCADA BLOCK DIAGRAM Example SCADA Architecture
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1940 1950 1960 1965 1970

(a) (b) (c)

7KH DXWRPDWLRQ RI 6&%'$ LQFOXGHYV

t 3/&
t (/(&75,&$/ &21752/ :,7+ [2*,& *$7(6
f 0$18%/ &21752/

3/&

,Q WKLV LQVWHDG RI DFKLHYLQJ GHVLUHG FRQWURO DQG |
HV LW LV DFKLHYLQJ WKURXJK SURJUDP VD\ VRIWZDUH

$'9%$17%*(6

5HGXFHG 6SDFH (QHUJ\ VDYLQJ ORGXODU 5HSODFHPHQW
JUDPPHU (FRQRPLFDO *UHDWHU OLIH DQG UHOLDELOLW)\
FRQWURO 2SHUDWRU FRQWURO 6LJQDOOLQJ DQG OLVWLQ.

$'9$17$*(6 -
f SHGXFHG VSDFH UHTXLUHPHQWY HQHUJ\ VDYLQJ OHVV P

SSBURMHFWY ZH KDYH FRPSOHWHG -G NRAXQYWNULRWHH ZW VW5 B HLKE@IRZK D W 2264 ‘
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ODFKLQH /HDUQ'Ly 4
1DPH ODGKDY < 6RQXOH )< (17&

T f— .- &

ODFKLQH /HDUQLQFDOWHURW RXBUWLILFLDO LQWHO
FHVV E\ ZKLFK FRPSXWHUV GHYHORS RDAVRW WU Q XRIMARIY
DQG PDNH SUHGLFWLRQV EDVHG RQ GDWD WKHDORD N
JUDPPHG WR GR VR 'KHWKHU RU QRW \RRHXU BIOF QW WEC
GD\ JURZLQJ VRSKLVWLFDWHG HQRXJK WR UHSOL BHW
SUDFWLFDO DGYDQWDJHV WR PDFKLQH OHDUQLQJ QDEF

,QWHOOLJHQW ELJ GDWD PDQDJHPHQW %= 7K HHQKHHUN ¥
KXPDQV DQG RWKHU HQYLURQPHQWDO IRUFHV LWR W
FHVV DQG GUDZ LQVLIJKWYV IURP ZLWKRXW WKH VSHHG

6PDUW GHYLFHV * J)URP ZHDUDEOH GHYLFMR - O QU
WR VPDUW FLWLHV ZLWK LQIUDVWUXFWWURHBHVEQ® HOQ
,(QWHUQHW RI 7KLQJVY ,R7 KROGV JUHDW S URWVH WH QD/
WKLV VLIQLILFDQW LQFUHDVH LQ GDWD

+RZ GRHVY PDFKLQH OHDUQLQJ ZRUN "
ODFKLQH OHDUQLQJ LV LQFUHGLEO\ FRPSOH[ DQG KR4

DOJRULWKP XVHG WR DFFRPSOLVK LWIJQHRZHFRGHDW \L\
ORRNLQJ DW GDWD DQG LGHQWLI\LQJIWS\D WW HRE@ % O BlQ/G
WDVN PRUH HIITHFWLYHO\ $Q\ WDVN WKDW FWDHOEH VD X 8#
XVLQJ PDFKLQH OHDUQLQJ HYHQ WKRVBLRRUNR RRS W
YLFH FDOOV DQG UHYLHZLQJ &9V

'HSHQGLQJ RQ WKH VLWXDWLRQ PDFKLQH OH RWQQE Y\
LOQWHUYHQWLRQ UHLQIRUFHPHQW 7KH IRXU PP& FOHPD
XQVXSHUYLVHG \DHTHUXYLYHG/BPDUQLQJ DQG UHLQIRUF

‘LWK VXSHUYLVHG OHDUQLQJ WKH FRPSXW HWKDW SHURY
OHDUQ KRZ WR GR D KXPDQ WDVN DKLNVW \DW\KH PCSRDA/ !
PDQ OHDUQLQJ

'LWK XQVXSHUYLVHG OHDUQLQJ WKH F&B 3 DWHYGLM [B/U
RXVO\ XQNQRZQ SDWWHUQV LQVLIJKWV IWRPWW DFKHQH
DOJRULWKPY GR WKLV LQFOXGLQJ

&OXVWHULQJ LQ ZKLFK WKH FRPSXWHUDINVHGW D/QE LI
DFFRUGLQJO\ FUHDWLQJ 3 FOXVWHUV’

'HQVLW\ HVWLPDWLRQ LQ ZKLFK WKH FRP&RWHU GDWB
GLVWULEXWHG

$QRPDO\ GHWHFWLRQ LV ZKHQ WKH FRPGREWBHB W H®HWK
QLILFDQWO\ GLIIHUHQW IURP WKH UHVW RI WKH GDWD

SSBURMHFWY ZH KDYH FRPSOHWHG -G NRAXQYWNULRWHH ZW VW5 A HLKE@IRZK D W 221H |



ODFKLQH /HDUQLQJ
I1DPH ODGKDY < 6RQXOH

ERQWLQXHG«

3ULQFLSDO FRPSRQHQW DQDO\VLV 3&$ LD ZK
VXPPDULVHV LW VR WKDW LW FDQ EH XVHG WR PDN

'LWK -WKBHUYLVHG OHDUQLQJ WKH FRPSXWHUE H W Ct
DQG SHUIRUPV LWV WDVN XVLQJ WKHPBIWHHIO/OHR® &I
XQODEHOOHG GDWD

‘LWK UHLQIRUFHPHQW OHDUQLQJ WKH FRPSWWBW
LGHQWLI\ WKH LGHDO EHKDYLRXU WKDW ZLKQWLEL
WLYH DSSURDFK WKDW UHTXLUHV VRPBSNIMKG RRE
LGHQWLI\ LWV EHVW DFWLRQ

ODFKLQH /HDUQLQJ /LIH &\FOH

Data
Pre-Processing

: i m:?: ::LL mﬁﬁ

I i
Model Training |

@ ™ o

Data
Collection

RMHFWYV ZH KDYH FRPSOHWHG-G NRAKQWWIULRWH ZWD W5 A H
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(YROXWLRQ RIMaei®im% R
1DPH 3UDVDG :D\FKDO &ODVV .

(OHFWURQLFV LV WKH EUDQFK RI SK\VLFAL W& GNVHKOG HHFRALL
KDYLRXU DQG HIIHFWV RI HOHFWURQV DQG ZLWK HOHF

7KH IORZ Rl HOHFWURQ ZKLFK ZH FDOO HOHFWUELFNDXQUF
UHVXOWYV LQ GLIIHUHQW SKHQRPHQD ZKLFK FRPELQHG
GHVLJQHG IRU VSHFLILF DSSOLFDWLRQV SOWLPPWHO\
FRUGLQJ WR WKH GHVLUHG UHVXOW DQG WKXV ZH EDC
WURQLF DSSOLDQFHYVY HPEHGGHG ZLWKLQ

$SDUW IURP DQDORJ SDUW ZH KDYH GLJLWDO WIDWH RW DI
WLRQ ZKLFK LV HLWKHU RQ RU RII WHFKQLFDWIO\WRHGEIP
HQW ORJLF JDWHV 7KHVH JDWHV ZHUH LPSOHPHHDOMNG |
VLUHG RXWSXWV 7KH PLFURSURFHVVRU RU LQWHWUR®
RI KXJH QXPEHU RI HOHFWURQLF FRPSRQHQWY XVLQJ \
6LPLODUO\ FRPSXWLQJ HPHUJHG ZLWK %LQOQG\ B\ @[LEH
MXVW OLNH WKH ORJLFV LQ HOHFWURQLFV

$IWHU UHFHQW WHFKQRORJ\ WUHQGY ZH ZRXOG VHH U
WXP FRPSXWLQJ ZKLFK FDQ KDUQHVYV

FDQ KDUQHVYV WKH SKHQRPHQD RI TXDQWXP PHFKDQLF
HOQOWDQJOHPHQW 7KRXJK FXUUHQW TXDQWXP FRPSXWH
FODVVLFDO FRPSXWHUV IRU SUDFWLFDO DSSOLEDWLF
RI VROYLQJ FHUWDLQ FRPSXWDWLRQDO SURBOHFYD D @ ¢
SXWHUV

$V WKH WHFKQRORJ\ HYROYHV ZH DUH WR H[SHULHQFH
SURYH WKH OLIHVW\OHV RI SHRSOH

SSBURMHFWY ZH KDYH FRPSOHWHG -G NRAXQYWNULRWHH ZW VW5 A HLKE@IRZK D W 223H |



O\ FDU ZRQfW VWDUW DIWHU , EX\ YDQLOOD LFH F

7KH VWRU\ VXSSRVHGO\ LQYROYHV 32)UH C )
WKDW KLV FDU ZRQYW VWDUW ZKHQHYHU
JUHG
3:H KDYH D IDPLO\ WUDGLWLRQ RI VHC
GLQQHU HDFK QLJKW :H YRWH RQ ZKDW |
, GULYH WZR PLOHV WR WKH VWRU B QWR-
FUHDP P\ QHZ )RUG ZRQYW VWDUW ,I ,
VWDUWYV MXVW ILQH 30HDVH H[SODLQ ZK
KDWYV JRLQJ RQ" 1RZ GHDU UHDGHU WKLQN DER
\RX WKLQN WKH UHDVRQ LV" KDWYV \RKUVZRIW ZGR
‘KDW DGGLWLRQDO LQIRUPDWLRQ ZRXOG \RX Q
JRUG DVNHG )UHG WR UHSHDW KLV LFH RWH BR QAN
RI GD\ W\SH RI JDV XVHG RXWVLGH WHPSKNULPW XEDO
IRUWK IODYRXU VHOHFWHG DQG ZKHWKHU WKH FD
BFUXQFKLQJ WKH GDWD SURYLGHG D FOXWHD QWOL
DQ\ RWKHU IODYRXU :LWK WKDW DGGLWLBERNX K QL
WKH URRW FDXVH RI WKH SUREOHP"
JRUG WKHQ VHQW DQ HQJLQHHU WR W K& HHURW\W
VWRUH OD\RXW OQRWLQJ WKDW YDQLOOD BEHL®JW
FDVH DW WKH IURQW Rl WKH VWRUH IRU TXLFN SLF
$00 WKH RWKHU IODYRXUV ZHUH NHSW LQ WKH
WRRN FRQVLGHUDEO\ ORQJHU WR JHW VHUXK\GW
ZRXOGQIW VWDUW ZKHQ EX\LQJ LFH FUHBP WRRND
QRW WKH IODYRXU RI LFH FUHDP + WKH VROXWLRQ
%HIRUH FDUV KDG IXHO LOMHFWLRQ ZKR @ PRPIL
LW ZRXOG UHVWDUW 7KLV KDS SH QUIEGWR
LFNO\ WKH HQJLQH ZDV VWLOO WRR KRWH
WR JHW WKH IDQF\ IODYRXUV DO O RZWE DV
YHG
VVRQ /
JL
D
'RQIW FRQIXVH FRUUHODWLRQ ZLWK MDRRDWHE
OHG FDU WKDW ZDV QRW WKH FDRPRDWLYQH
FDXVH WKH VXQ WR ULVH WKRXJK LW PD\ OLNH WR
%H VWUDWHJILF DQG LOQWHOOLJHQW D BRXVG
\RXU FDU VKRXOG VWDURUHB PDIDE®YRXW RR X KM KFX

X
G
o)
HDIURK® LQLWLDO LQWHUSUHWDWLRQ
FDO VHQVH VHDUFK IRU DOWHUQ D3N YG

=7

&ROOHFWLRQ E\

SURMHFWY ZH KDYH FRPSOHWHG-GNKRAKQWWIULRWH ZWD W5 A HLIGG!
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*29(510(17 32/<7(&+1,& .2/+$385

$Q $XWRQRPRXV ,QVWLWXWH RI *RYHUQPHQW RI ODKDUDVKWUD

, QGXVWULDODQBMAHFWRIRLFIVFY T7THOHFRPPXQLFDWLRQ 'HSDU
trts -tt

[J3RVW 1DPH &ODVV

R o
T —

SUHVLGHQMEKLVKHN 8GD\ &KDYDI|Q 7< (7%

O9LFH 3UHVMLGNKW -RIJLQGDU ORUH 6<(7%

/UHDVXUHAJLUDM 9LQRG 5D\NDU 6< (7%

3UDVDG ODKHVK :D\FKDO7< (7%

7HFKQLFD§‘K|'Q|LDVH;DOL 6XGHVK *XMD6#@< (7%
.ROL 2P 5DMHQGUDNXPDGK (7%

3UDQVDQOD 3 %KRUH| 7< (7%

&XOWXUP(%D+LIYFI)<(9DYL .LVKRU 6XU\DBEQYVKL|3SDWLO
7TDQLVKT .LUWLNXPDU [9D6<J DA%

/:{ \\ .r’j ]

8¢ SHUVRQ ZKR QHYHU PDGH D PLVWDNH QHYHU WULHG DQ\V
27
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